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ID: 39845473B6202ED4B4F8BA4AF82A7C17

O Module: Lumma (& Source: Snatch Cloud Private Data +2

A Overview 8, Compromised Accounts

Al Summary
Lumma, an infostealer designed to harvest browser d

Workspace incidents

Top usernames
193 e koo
Compromised Accounts Barachius.dunn@gmail.com
Barachius
Infections [ e [
Feb 05, 2025

{® Snatch Cloud Private Da.. B 172.56.73.210 (O United States

chefboggart

barachius
2 Windows 11 Home (10

Feb 05, 2025 - -
: Service categories
(® Daisy Cloud Private Data 2 172.56,73.210 © United States

(@ Windows 11 Home (10. f \\
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http://drive.google.com/file/d/1LPqepV3v8nRZJez01fEyCshrQnHbi3fp/view
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Bot profile

ID: 9561F67614774E495013-3efd280b-997d-0BFC572

Tes Hostaame. BEST LOGS U KNOW ME))) WC [ Username. Mahmoud

KELA Al

Hi! | am KELA Al. Ask me anything about this bot and its

infections

> Module: Videe @ Sowrce. Codlles
How can you profile the personna of the person who's

ST S R using this device? who is the owner of this infected machine?
o Compromised Accounts this devic

The infected machine is owned by RASHID, whose
141 S ‘ ’ Windows username appears as "RASHID" in the captured
Compromised Accounts . Rasd ‘ system information. The computer name is DESKTOP
QD9H298, and this is a Windows 11 Home system

located in the United States
Al Summary

i dats, Mahmoud Walid

how did he get infected?

Academic Profile: | he ented witl ‘ Rashid infected himself by deliberately running malicious
Workspace incidents o L software disqguised as a game cheat. The infection vector

was social engineering targeting gamers
T : . -
.. He was instructed to disable his antivirus first

dvsgrirgwer Pwiggmad com Digitad Life: A

Download a password-protected archive (password

01278039133 s
8866)

fatrews2 3slEgmall com e
Run "SoftWare.exe" from the unpacked archive
wwwwolid 3 Comail com
The malware payload was executed from
Todswald 2007 T gmad com

AMAYVIKenss

on June 27, 2026 at 10:06 AM local time. The "Hydra"
folder on his desktop and the "ReadMe.txt" mentioning

Eﬂ tz-_jo>;-\7 \y I\Eﬁi’r— "Just press ins” (Insert key in-game) confirm this was

marketed as game enhancement software. He

~ — — Sy ALl 'I‘E$E
I /7 Z-Z 4 7 (IE%HE*) B intentionally bvypassed security controls to install what he
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Selling network accesses with high quality to
corporations, institutionscorporations, institutions
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Brand Control
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Suspected brand domain impersonation - 4teza.org  Look alike dameain

= nvkjdsbwialvisedl. ] Incidert date: Mon DD, ¥y [ Last updated: Maon DO, YYYY

Takedown - A takedown request has not bean submitted

Amalysis View  Technical View

The name is a single-character change on your brand written with a digit in place of a letter. The domain was registerad 44
days ago through a self-serva ragistrar and is already configured to send email. Mo website iz being served yet, and mast site

laval chiacks could rot run

Deep Analysis

Visisal triage
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Query KELA for posts mentioning CVE-2024-84352 and summarize the findings for

me

Here's what turned up In KELA's datalake for CVE-2026-84352:

What itis: A use-after-free vulnerability in the WebGL component of Chrome, rated
critical severity by Chromium's own classification. It was patched along; wo sibling CVEs

CVE-2026-84353 (Shared Tab Groups, also critical) and CVE-2026-84351 (GPU buffer
overflow, high) — in Chrome 152.0.7977.75/76

Coverage found (7 items total across 3 data types):

Intelligence Reports (1 hit): A's own report titled "Google and Mozilla patch dozens
of vulnerabilities in Chrome and Firefox, including critical flaws” covering the s
September 2026 Chrome 152 update (26 fixes) and a parallel Firefox 15S release (29 fixes).
Importantly, the report notes neither Google nor Mozilla found evidence of active
exploitation for any of the patched flaws.

Hacking Discussions (1 hit)

reporting that the Chre efox critical patches were reles

and CVE-2026-84353 by name. Informational in tone — no explolt code, Po

weaponize it

Instant Messaging (S hits, all Telegram): All from automated vulnerability-notification
bots ("CVE Notify* and "Bug Alert” channels), which repost standard NVD-style
disclosure text as part of their routine feed. Same bollerplate description repeated across
five near-identical broadcasts.

Breached Servers [ Leaked Credentials: O hits in either.

Bottom line: Chatter is Hmited to routine vulnerability-disclosure nolse (bots and one forum

repost) — no threat-actor discussion, PoClexploit development, or targeting activity tied to this

CVE in KELA's coverage, and vendors report no In-the-wild exploitation.
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[2025] [Rusala] posusbagl ru Databass

Reiila — Realan TAX [ Malg gov.ru Database — S50+ recosds
1)

Philippdnes 2026 Dwts Leak — 130+ cussoene, citleen & business
reconds

[2025] [ Russia] gosusbagl ru Databas:
Palkdstan Mathon trenship Daiabase — Leaked, Downdoad!

Chin lang, Provinoe Education System Database — 116+
recon
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New Campaign Report
KELA - Incident Webhook

Filter by sector
Collection Tools - Filter

Extract Affected Technologies
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® Vulnerability Intelligence
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Thank You :

Questions & Discussion

g www.kelacyber.com/ja @
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